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e—Book Marketl Trend

<+ e—Book is becoming one of the biggest popular digital contents

e Amazon Kindle
- |DPF EPUB standard

* Global IT companies joined
(Apple, Sony, Google)

e End—to—end line—up
» Closed distribution channel

- Smart phone/PAD
device(iPhone, iPAD,
Galaxy series etc.)

« Open distribution channel
and platform

 PC, eBook device
 Premature eBook standard
 Premature eBook market

Wholesaler market volume in U.S (IDPF report) Wholesaler market volume in U.S (GigaOM pro report)
2008 : $ 53.3M 2011:$ 2B
2009 : $165.8M 2016 : $ 6B
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e—Book Delivery Formaft and Protecftion

e Rt

< EPUB is becoming de-facto standard, but DRMs(Digital Rights Management) are various

Amazon
Sony
Google
Global
Apple
Barnes&Noble
Borders
Kyobo
Interpark
Korea KT

KEPUB

KPC

Amazon.com
Sony eBook Store
Google Editions
iBook Store
eBook Store
Borders eBook Store
Internet Kyobo
Biscuit
Qook Book Cafe
K—EPUB

KPC

EPUB

EPUB

EPUB

EPUB

EPUB

EPUB

EPUB

EPUB

EPUB

EPUB

Xl DRM
Adobe DRM
Adobe DRM

FairPlay
Adobe DRM
Adobe DRM

Fasoo.com

Markany
Incubetech

Hancom

Markany

600,000+
600,000+
12,000,000
90,000+
1,000,000+
1,500,000+
130,000
80,000
60,000
75,000

10,000
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How many illegal copies are in eBook market?

< e—Book is vulnerable to illegal copy due to relatively small content size

Plllegal copy volume (Online) 25651500301

187.J007.p72, 171

130,258, 538,499

87,932.214,833 A

52,798,432 ,853

SExperience of using illegal content

52,218, 115,786
43,759, 189,210 41,976,597, 100

m 13.490,029.78 ’—‘-.]
, . 6 46

‘2008 ma00 |
2lllegal copy volume (Offline)

4,889,447, 438
3,143,594,559

Unit : KRW

69 9.3
n I
|

[ online |:| Offline

712,320,741,590
691,432,689,055

328, 188,082, 151
244,956,852,875 299,666,368 721
234,808, 255,428
X Source : Annual report on copyright protection 2012, _—
By Copyrights protection center, Korea 68.,378.925.914 31.598,394,600 . 4;76._{7835815416.944
26,775,481.740 421,773
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lllegal Path of Books and Profecfion Methods

@ ublishe

4 ™
Scanner f/xw
Manuscript Presswork
—opticaT character N
rnr‘ngnifinn S\\L E
- Image
Edit ingS/W Digital Camera .II-’%)E
(Ex: Quark) ‘Words
| E[ Finger typing \_/
(xml-based L
EPUB Format f
Converting e-Book Screen capture > P2P/Webhard
SAAL —
/W \_ J
N DRM Cracking * Filtering
CP
* DRM
OSP °—BOOKY 5 (Reader
Revice
| N | N | N |
1 I | “1 ~1
Legal Delivery Flow lllegal copy methods lllegal Delivery Channel
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DRM Security Zone

Sss EEEEE.

< User : Fairuse
= Restriction on private copy due to the lack of DRM interoperability
= Constraint on choose option of service and device

% OSP : Independence & Flexibiity
=  “DRM Security Zone” issues
= Pros: “CustomerLock—in" effect
= Cons: Dependent on a particular DRM technology

:DRM Security Zone
for DRM-2

DRM-1
Smart Device JBI\IE
DRM-N E

cP-2 Devicem

cP-1 Device [V
CP-N Devicem
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Refefence Modae/ fo solving DRM Interoperability

\7 .

m Approaching Methods and Representative Examples

* All vendors adopt only one DRM technology
* Representative examples
—DCI(Digital Cinema Initiatives) : KDM standard for copy protection of Digital Cinema
content

Single DRM Technology

* The way providing the proper DRM content and License depending on the type of the
Operating of Multiple DRM user's terminal by operating multiple DRM servers
Servers by OSP * Representative examples
—Music industry in the past

- The way building the plurality of DRM clients into a device when manufacturing of
devices
* Representative examples
—Music industry in the past

Embedding Multiple DRM
Clients into a Device by
Device Manufacturer

*To enable the use of protected content between two DRM technologies, DRM content
is changed to target DRM from source DRM
* Representative examples

CorRIIZIYIting —Microsoft PlayReady(suport DTCP, CPRM, HerixDRM, etc)
—Marlin OMAv2 Gateway, OMArlin
—Sony Rootkit(Converting from Protected music CD to Microsoft WMDRM
—TiVo TO Go service
* Providing standard export and import interface between different DRM technologies
DRM Interoperable to ensure compatibility
Interface * Representative examples

—EXIM, CADII
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% IDPF(International Digital Publishing Forum)

= De-—facto e—Book standard organization formed by more than 120 companies in digital
publishing industry

% Standardization Activities in IDPF

1998
1999
2002
2005
2006

2007

2010

2011
2012, May

2012, July

Open e—Book Forum(OeBF) formed by MS, Adobe, etc

OEBF proposes a XML—based Open e—Book(OEBPS) format

OEBPS 1.2 Update : Peanut Press, MobiPocket, SoftBook, NuvoMedia, Gemstar, ETI, MS
OEBF was changed to IDPF

OEBPS Working Group resumes a standard work for OEBPS 1.2 revision

Enactment of EPUB standard

— Open Publication Structure (OPS) : XHTML or DTBook
— Open Packaging Format (OPF)

— OEBPS Container Format (OCF) : Zip container

Update of EPUB standard

— Open Publication Structure (OPS) v.2.0.1
— Open Packaging Format (OPF) v.2.0.1

— OEBPS Container Format (OCF) v.2.0.1

Update to EPUB 3.0

EPUP Lightweight Content Protection : RfC(Request for Comments) for Use Cases &
Requirements

RFP for EPUB LCP solutions

11 Y ORM inside



A\

<+ EPUB is an de—facto standard in e—Book industry with content protection measures
published by IDPF

« ZIP format
* Mimetype : EPUB Identifier
OCF (Open Container Format) *META—-INF : Information on keys, rights and locations of OPS
and OPF( container.xml, encryption.xml, rights.xm| and
signatures.xml file )

OPS (Open Publication Structure) -+ EPUB contents + OPF file

OPF (Open Package Format) * Information on TOC, metadata and location of contents

»| | « Z0|. » OEBPS »

S =l «m=_
b SpO| =420 Z] - =
< |, moiS mAepub

J. META-INF

=0 »

e So|=ai2j0f = -
< L mo|2t mAepub

e-BookContent.EPUB B e

= >
e 2roj=ay2i0) Zw -
< ). mOI9t W2 .epub
). META-INF
4 ). OEBPS

J fonts

e-BookContent.EPUB.zip i s

) styles
b text

nnnnnnnnnn

) 37 B8
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EPUB’s Protection Measures

R/
0.0

protection, but did not define specification for rights

OCF ltem

« W3C XML encryption standard referenced

META—INF/encrytion.xml

META—-INF/signatures.xml

W3C XML signhature standard referenced

A\

EPUB provides specification on just encryption and digital signature for content

Description for encryption target, algorithm and key information

» Description for signed target, algorithm and validation certificates

META—INF/righs.xml

Encryption.xml

No specification defined

Signatures.xml

<?xml version="1.0" encoding="UTF—-8"?>
<encryption xmlns="urn‘oasis‘names‘tc:opendocument:xmins:container">

<xenc:EncryptedData xmlnsienc="http://www.w3.0r2/2001/04/xmlenc#">
<xenc'EncryptionMethod
Algorithm="http://www.w3.0org/2001/04/xmlenc#aes128—cbc"/>
<ds:KevInfo xmlnsids="http://www.w3.0rg/2000/09/xmldsig#">
<dg‘RetrievalMethod URI="#EK" Tvpe="http://www.w3.0rz/2001/04/xmlenc#Encrypte
</ds‘KeyInfo>
<xenc:CipherData>
<xenc:CipherReference URI="OEBPS/content.html"/>

o 3WM3C XML Encryption

<xenc:EncryptedKey xminsienc="http:/Awww.w3.0org/2001/04/xmlenc#" Id="EK":
<xenc'EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa—oaep—mgflp"/>
<ds:KeyInfo xmlnsids="http://www.w3.0rg/2000/09/xmldsig#">
<ds:KeyName>dnQualifier=duyeE2kTAtuwcuMr2peYsQKub4k=,CN=Cu
Name,0=5P Name,C=kr</ds:KeyName=>
</ds'KevInfo>
<xenc:CipherData>

<xenc:CipherValue>YkOPSi+mvrQvTeQTQ8RPieicCULaQMOEB8Etbd3fDhXYD6QmMTC
Cvte+V3Luzs28ICGlpySESIIEZ412QY 7TYdNt41KtnzVbmG 2elETO7KR2vHItM2w1PaC
akA32YL/SaDW Tn6deerF9RuVa0kNkk/MQOdvRz +6K/69M=</xenc:CipherValue >
</xenc:CipherData=
</xenc:EncryptedKey>
</eneryption>

<?xml version="1.0" encoding="utf—8"?>
<signatures zmlns="urn‘oasis'namesitc:opendocument:xmins:container">
<ds:Signature xmlnsids="http://www.w3.0rg/2000/09/xmldsig#" Id="sig">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/TR/200 VREC —xml—c14n—200L(
<ds:SignatureMethod Algorithm="http://www.w3.0r/2001/04/xmldsig—more#rsa—sh
<ds:Reference URI="#Manifestl">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/ TR/2001/REC —xml—c14n—2001(
</ds:Transforms>
<ds'DigestMe, g
<ds:Dige sﬂ-'aw%'él
</ds:Reference>
<ds‘Reference URI="#Manifest2">
<ds:Transforms=>
<ds:Transform Algorithm="http:/Awww.w3.org/TR/2001/REC —xml—c14n—2001(
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"
<ds:DigestValue >3VOuQz Hkh8LpdZCXsfmKI UofMQOADRoTolJ6sB7 ZKY=</ds Dige
</ds‘Reference >
</ds:SignedInfo>
<ds:SignatureValue >XR4R9ZIr +MOZT4eyirceWzJ 2arphipnvi3zMDbloPpVnax I/ IHxJfF1 ¥
W+mmazeHStOFLia TW/IkGY8bJ 7cb8v65XcsZknZIURaloRhi DBKHYi4Yt62PR/Jv
IdxFVNaDAGiacRDp3820iR 7bttn/e+8aKay OOMP84//+onINvAgkdMhTVObHenC1
awVeD9 3HxSwOptLMMz59i/7apr2 NIu5z 7 AadKF grOz +tDAQUP4EvWB3YM6BzJ11R7
udVid/mxtSwexg4g6%iBnK AnlzRRE8IHBO 7ThGrxuFizLAr7pfH/u3Reftoee3 TcR
HYk-+RMA72BJG8sUnmVUcWQ===/ds:SisnatureValue>

Tk

="http://www.w3.org/2001/04/xmlenc#sha256"

@K 715ev liooU=-</ds:Diges

et

Any kind of rights expression language can be used

rights.xml

<?xml version="1.0" encoding="UTF—8"?>
<o—exrights xmins="http://odrl.net/1.1/ODRL-EX"
E ="http://odrl-net/1.1/ODRL-EX"
sio—dd="http://odrl.net/1.1/0DRL-DD"

xmins‘ebr = "http*/e—bock.copyrights.or.kr/1.0/rel/EBR-DD"

xmins xsi="http://www.w3.0rg/2001/3 gnstance”
xsi:schemaLocation="http://e—bool /rel/EBR-DD EBR-DD—-10.xsd">

<p—ex‘context™
<o0~dd-uid>RightsObjectID
<fo—ex‘context™>

<p—ex:agreement>

<o—exiasset>
<o—ex‘context ebrityp
<!=— jtem id at the 1
<o—dd-uid>partial content [D
</o—ex‘context>
<fo—ex‘asset>

content.opf file ——>

<o-extpermission>
<o—dd-disolay/>
<o—dd-print/>

</o—ex:permission>

<o—ex‘constraint>

<o~dderoup>
<o—ex‘context>
<o—dduid=EW4E A</o—dduid=
</o—ex:context™>
</o—dd‘group>
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Ready [Ofs 0 0x0

Proprietary
encryption of
EPUB

Each solution can’t
understand

other proprietary

measures

A\

Although based on EPUB standard, each DRM uses different approaches for encryption
Cryptographic algorithms are various
< No standard for rights.xml

No proper OCF
such as

“signafures.xmi,
rights.xml

02 {4, OHIOIE

ersion="10"7>

<adan rights =ml dept="htt://ns adobe_com/adeot">
ttoi//ns.adobe com/adent” >

4865294 -0b 77-4 082 -bOar-5f6b03ee6 8 6</user >

i 7*3&04 4b99/3510 aBWSb:J/_beSOGN/resourcw

¢/memissions >

<signature>
Yz MGAK QAQEEM/ MAYSKPIEWAIYT OKFITMGOM xseow AZmPH o TAUEPEPH|
dLLYIMRoGUSYREIBI GdiEs)anz5J6

I

PAergyc/ABsETa/Ksy
Hm

elnfo wmlns="http://ns adobe, com/adept >
L httnsi/feusianingservice.adche.comlicensesian</icenselURL >

3]
CABaadwBAgIERZa5m TAN BakohlGOwOBAGUEAD CBADELMAKGAT UEBDMCYYIMZ 8B
BIbxMasWEib3lwh 3Ihd GYikhMRswGQYDYOQLExIEavwdpdGF sIFB1Ym xuc2hphmexhy

fodahl kb ZJJIEN RlbnQEUZVydmVMENJQHBDZJUJJYXBJJEFWdﬁby@m\ﬁﬂﬁ 2F i O
TFAFwOMzSIMTE N ZA0N CQYDVQOOGE ul VUZEIMCEGATUEChMal
mchnBvcmFOZWOXGZAZBQNVBASTERRDZQ\OYWWQUHV\bG\zaG\uZzE3

RZZ5pbm dzZR 28 ;ZJanEnzANBEmn
Gf83vBDGDZITC f/6: g
IpizoTOC+C [1vad ByaPluv2FT Ok /7T+7vH3aGa2dEJD3mszaHLZ4En/7CN\19MM4SQOC
EAAaOCAbnggGWMASGAIUdDwQEAw\FODBYBQ\ghkgBhvprHQEESWXJVGhHHBya}{ZthUgaZVS\GchﬂJICS
Bvbm RBpbm cadGegdGhpcyvBiZ K 0aWZn Y 2F0Z SBiY KkaaGF 22 SEi 2wV ul GY4c Gavd GYkLjAUBGN YHSUEDTALE
akahkiGSBCAQIwabIGATUdIASEaIC BpzCBp AV KoZlhve vAQID MGl GTEg 9 rBaE FB Qe CAICBhhaBallvd SB
hermUabm@0HBlcm TpdHRIZCBObyB 1c2UadGhpcyBMawh IbnNIIENIcnBp Zm i ¥R GY4Y 2¥wd CBhoyBwZ K Ita
KROZWREYnkadGhIlGoY 2Vuc ZUa Y WdwZ \WAEZWSOIGRY 29tcGFueWu ZvB0aGUa QWRwm Ug c29m dHdhemU
UMDEGATU dHwGabCawl aako CKGIGhOdHABLyicmwu Y WRyYmUuY29tLZFkb 21O Mu Y3 sMBSGA 1 UdlwQ Y
MBasFIvuBIFgval aHa5SwYgMBLBD 94/0MBOGAT UdDalWBBSFhKE 2B 62X U X zGon JocOMGUXG14 DA Bal YHR
MEAAAMADGCSaGSIb 3D QEBBOUAAMBALAWPsLTdhr) OuWh CR 10LPC nBYBnED5eXa R 1ix8A9B AS 3K vaiH
UolCniz8Lsga00VoTLINGacll0UjKem Yrée SWiWAC wb0DzzvRGAUI Zb Kl r w8 WDiPdadcUepbzep z/AnSBpDSw X
+tel SEWZtkSez3fi9nltN kne /9] +s/Rh CF3c M5YaWUpDIDOGGS5+ 11 2fpa 9Z zvIrKL2d RASd Yahtm OPeE7YK UTIKERE
UctS8TALU/R+WUaKz2/rEkKcip T2DMY 21925K G 1K ab 9B TTIG WTWm BarNa+isDF MQQIp RCa5 TkLaAwith | 20N
RRFDEEI5C blILOKMm LKIfal/ < /certificate>

<AicenseServicelnfo>
fade

Key

information in

rights.xml

Each DRM uses
different REL
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Each of content providers uses
different DRM technologies

= KEPUB : Hancom DRM

= KPC : Markany DRM

= Kyobo : Fasoo.com DRM

Inconvenience of Digital Library &
Viewer

= KEPUB partners use ‘crema’ library
and viewer developed by KEPUB

= Each of KPC partners uses their own
proprietary e—Book library and viewer

= Kyobo uses Kyobo’ s proprietary e—
Book library and viewer

Supply of e—Book Content

= e—Book service providers attempt a
cross—selling service in order to resolve
the lack of e—Book contents

= Need to install multiple DRM
technologies for cross—selling

16

Implicatfion Analysis
< i .

*Why e-Book contents is not compatible
although there is EPUB standard?

*Where are my purchased e-Book contents?

*What are lists of e-Book contents?

*Do I use something else in spite of my
favorite viewer?

*Should I integrate your DRM
technology to my DRM technology for
cross-selling?

*Should I have the device porting
burdens(time, cost, resources, etc) for
supporting your DRM technology?

*My viewer is ragged because of
supporting for multiple DRM
technologies...
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e-Book Publisher

EPUB

A-DRM Packager

A-DRM

EPUB content

A-DRM Client

e-Book Bookshelf / Viewer

EPUB

B-DRM Packager

B-DRM
content

B-DRM Client

Problems and Improvement Facftors
% 4

e-Book Publisher

A-DRM Packager B-DRM Packager

A-DRM B-DRM
EPUB content content
A-DRM Client B-DRM Client
\ 2

e-Book Bookshelf / Viewer
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Strategy for e —Book DRM Interoperability

e-Book Publisher

A-DRM Packager B-DRM Packager

EPUB content

B-DRM Client

-
e-Book Bookshelf / Viewer

Standardization on e—Book
DRM format

Standardization for
interoperable interface
between e—Book viewer
and DRM client

Standardization for
interoperable interface
between DRM Client and
server for cross—selling
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How to resolve DRM interoperability

<+ Define simple profiles of existing EPUB
+ Define how to resolve to process different right information

Recommended
EPUB ltem Interoperable Issues Current e—Book DRM e—Book DRM

Content Algorithm
encryption Format EPUB
Metadata (W3 XML Encryption) or Profiled EPUB
Encryption algorithm DRM proprietary (W3 XML Encryption)
Delivery format
Key Metadata
Private key/secure . .
key management DRM proprietary DRM proprietary
: : EPUB Profiled EPUB
e luEitie Cligreilking. L (W3 XML Signature) (W3 XML Signature)
Expression language REL Standard or
Rights DRM proprietar )
d Enforcement PIoP Y DRM proprietary
License request DRM proprietary Standard protocol

protocol
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Overview of Project

\ .
% 2-—year project, "Development of the Interoperable e—Book DRM Standard and
Reference S/W based of IDPF EPUB”

% 5 companies are joined and supported by KCC(Korea Copyright Commission)

Develop

Profiles otection §pecification the interope K protection environment

— - e ——
Standards Reference S/W Standards Compliance test

Encryption/Signature eBook Interonerability of

profile standard Packager/Depackager g}';'(‘:‘;gts'ca“"" Test scenarios

Compliance Reference
Test Software

. \_

Interoperability of key
information delivery
process

Test materials

Rights terminology (valid/Invalid)

Development API

Interoperability of
rights information
delivery process

Certificate profile

Automated test
standard

module
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Sftandard Requirements for e—Book DRM Interoperability
< A

% Compliance with international standards
= Standard should be comply with the IDPF EPUB which is recognized as de—facto standard in e—Book industry

< Royalty Free
= Standard should not use technology which is possible of patent infringement or royalty burden

< Reliability
= Standard should ensure the reliability of the technology using internationally proven standard
technology

¥ Seamless Interworking Method to Legacy DRMs
= Standard should not impose a large change burden of legacy DRM technology

% Security Robustness
= Standard should ensure an adequate level of security and not be tampered

% Effective Competition

= Standard should not undermine existing DRM market order, and ensure effective competition
between legacy commercial DRMs

< Business—Independence

= Standard should ensure differentiated business model of e—Book service providers, and be able to
support the DRM policy.

< Economic Feasibility
= Standard should minimize the burden of e—Book service providers
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15t year (2011)

» Development of e—Book DRM Format based on EPUB

= Profile specification of encryption.xml, signature.xml for
simple implementation and DRM interoperability

= Dictionary of rights terms for rights.xml
= Profile specification of Device Certificate based on X.509

e-Book Publisher

DRM Packager

<+ Development of Reference Software

= There is a possibility that incompatible or arbitrary
interpretation by the developer's ability is taken to errors
although EPUB—based e—Book DRM standard format is to be.

= |n order to avoid such errors, reference software is needed
to develop and opened to developer of e—Book DRM
technology

e-Book DRM Content

e-Book DRM Content < Development of Interoperable Interface between e—
Book Viewer and DRM Client
= Need a e—Book DRM API standard in order that e—Book

Viewer and DRM technology can be independent of each
other
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Encryption Profile

T T N TEEEEa—————...

+«» Still IDPF EPUB rule was used, which is based on W3C Encryption.

%+ Profiles was defined on enc:EncryptedData and enc:EncryptedKey of the W3C
Encryption.

< Content encryption algorithm is strongly recommended to use AES—128—-CBC
(recommended by NIST in 2010)

% Key encryption algorithm is strongly recommended to use RSA—2048
(recommended by NIST in 2010)

% “Encryption specification for e—Book DRM” is approved to ODPF and TTA
standard

e, o -
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in 2010)
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4. W3C XML Signature =T 5ig)

AR ETE DRM
L ARAMEESE)

(Digital sionature standard for
dectronic pubilishing DAM)

£ BAMY EH 29 navaspeced OFAS T,

DRRNATHIET
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4.2.1. deSimedinfa

Hash algorithm for message digest is fixed to use SHA256

Canonicalization and transform algorithm is fixed to use c14n—20010315
(without comment)

“Signature specification for e—Book DRM”

[ Y Y
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Signature Profile
S ——————

Still IDPF EPUB rule was used, which is based on W3C Signature
Profiles was defined on ds:Signature of the W3C Signature
Signature algorithm is fixed to use RSA2048withSHA256 (recommended by NIST

is approved to ODPF and TTA

<Pxml version="1.0" encoding="6-5'7>
< signatures xmins="um:oasis:names:tc opendocument xmins:container”>

< Signature d="sig" xmins="htto://wiew w3, org/ 2000/ 08/ xmids i

{sig:Signedinfo>

{dsig:Canonicalizationhethod Algorithm="hip:/ /v w3, 019/ TR/200T/REC-xmi-c14n-20010315'/>
<dsig SianatureMethod Agorthin="httm:Awww, W3, or/ 2001/ 04 xmldsig-moredrsa-shals6' />
{dsig Reference UR="Manifest]”>

¢ {dsiqDigestMethod Agorithm="htip:/www, 3, ora/2001 4/ xmlencéshaZS6'y

¢ {dsiaDigestValue U7 6s6EPIRONPW29zeM TMKkCIBMC 2/ra TP TaofTAk(=1/dsia: Digestvalue >
€ fdsiy Reference

{dsigReference URI="HManifest?>

+ {dsiaDigestethod daorithm="htip:/www, w3, ora/2001 04/ xirlencéshalSe'y>

¢ {dsigDigestValue ) wol/EFNzooHOWQULLD 2442 0eiiBODE Tlac OSls={ /isia DigestValue
{/dsigReference’

{dsig Reference URI="dManfests™

+ {dslaDigesthlethod Aaorthm="hto:/ e, w3, ora/2001 4/ xmlencéshalSe'y>

£ {dsigDigestValue ) NxRykHZamY oW TRy)Lkul D24z 8leiiBADZ TlacQSls=</ dsig: Digestialue»
{/dsigReference

{ifsig Reference URI="danfestd>

¢ Lddsig:Digesthetnod Agorithm="hitp:/fww, w3, ora/ 2001 /D4 xmlencésha2aB >

¢ {dsigDigestValue KOWzFUZXETZowAI0SLD24 Az UeiiBADT TIac OS1s=¢ /dsig Digestialue >
¢ /dsio:Reference’

£ fdsig: Signedinfo>

< dsig: SianatureValue » oEMhGKaGRTee  KeDhz LY 320 wevkuDME wsZE QP +UzagCRQeNZFCET
RkAlDifnr99aciob5aL K ToQknayi2RUPGCe Qk4A0y BxBwdeausx ZaknTGFEn

P R&VATREwUUDGHERL Poul wsKSthGoMYUUOChJSOBUTWIWTBabo 1EE TLD

[FUzCLNGal S TFAman Kb SerDLs JQBc+wivGetdBA L/EZTE+ 065 1304

nd3eLA3THRE TDP 1) TvQeniBLi3ZshXC2MMT25UP sSes 1btftgR) ToHoZ0z1

huv1ptSC 1 CAGUE SIMIO==¢/dsi. Sianawebialue »

<dsig Kesinfo xmins: dsio="htto:/ /e w3.0r/2000/0% xmidsiok">
{dsig¥B0B0ata xrrins: dsia="hitn!/ A w3, 0ra/ 2000408/ xroldsig”>
+ {dlsigX508ssuerenal

dsig: X50%SeriaNumber55302¢ /dsig: K50%SenalNumber >

rificates MIEATCCAT2g.. LOKERKAVI3AC dsia: K50 erticate »

dsig: K509ssuerName: > dnCualfier=uWiCHK AN ZFiuZK 2 TZ5wAJOsMmi=, Chi=signer] IMB. ca-admin,




Device Certificarte Profile

Sss EEEEE.

» X.509 certificate is strongly recommend for the standard digital signature and
key encryption method

L)

L)

< Profile was defined for ITU-T X.509 standard on certificate field values for
simplicity of the implementation.

+ Signature algorithm is fixed to use RSA2048withSHA256.
<+ Key strength is fixed according to NIST 800—131 recommendation.

% “Certificate specification for e—Book DRM"

standard
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(Centificate standard for electronic
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Exensions
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Basic Constraints J critical= D150 200t &,
ey Usage'= ciiticalZ D& = 3 D!

St S MO A M:

“Basic Constiamts’ ZEE critical® ORE 4 32

(Optional

is approved to ODPF and TTA

T U= (AR )EHLF R2»E 11

4. AA42¥E DRM 954 =239 L Root 9134 4%

Cartiiicats:
AFERE DRM 954 FFL ITU-T 1308 534 25340 i3 2L ALz Datal .
Version: 3 (0x2)
A4 7 32492 Fes Sarial Number: 60000 (0xe260)
Signature Algerthm: sha258WithASAEnGryotion
Issuer_O=comoany.or.kr, OU=CTP.Test.comeany.orkr,
11 B9 4 Valrr: KD& .ca-aomin/anQualFlar=2]lxAykHZamxY cUiT AvafT20XY=
Net Befors® Aug 6 04:33:58 2000 GMT
Not After - Aug 4 0413358 2018 GMT
Bubjsct: O=company.orkr, OU=CTP Test.company or
CN= KDS.ca-admin/a naualll\BI—EJNxHkazquV:VlrH\tEIIhTEDXV—
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
REA Public Koy: (2048 bit)
M:: u\us (zwz bit)
10:46:00: 49 °bg &
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AAERE DRM 9549 d98 I8 ITU-T 25099 Anmes-A. Fublie-Eey

and Attribute Certificate Frameworks” 224 5% g%

-93:82:3-81
BAefABaEﬁAAba_saobB 151:3f 422443
78 bf 58 eafe fe-02 a2 0F 47-6F co b2 0c
Ebb:"ﬂ 316fcA:37 49 06:30:c0:4] 91 00 4
81:0b:08:e8:8c.70:20:38:00.72.85:8]:70:8s 52
15:26:76:7a-3c:70:a0'03:47-3d'e5-4d 'e6 Bd-ba.

4.12. do8 E71 #4

AzERE DRM 9549 A% d9527 48 [TU-T £.309994 A%

35:07:4b’a54b a4 ce 80:08:16 :c0:5¢:50:68:cF
LA AR 27) A& AEsdet £ g b:0a:0b:03:3c 72 be af be 47 83
7 sb'deishiiT a7 17118
7ol 05'ch:0a'45/73:35:00 2e: 00'0
7 13:60:63 fa ab ‘Bb: 71:86: 858
413 939 44 5 4bsZ 2175278222 02'c0cd
c 1bd 90c] 0 8 ds dc:Be 00
0751 2507 18.00-63-35-Go-00-16-B314
ASN1 9425 371% ARETE DRM US4 dIHE DER P25 9Iuse S SeeEEcea i Te s ateael
o Exponent: 85537 (0x10001)
F e X500v3 extensions
X508v3 Kay Usags
Certfficats Sign
414, 3947 ¥4 w3 Basic Constraints’ critical

CATRUE, pathlen:3
#508v3 Bubject Key |dentifier:
{33:71:47:29°:07:66°48" EI'\ 871:C5:62 ED:1B:FT:TENI4:FB:0DTE
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Signzturs Algorithm: sna288WKHRSASncration
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Dictionary of Right Terms
9 _

)
0’0

Hard to define specific rights expression language due to patent matter

Defined only rights information dictionary for interoperability allowing any kind
of syntax for rights information

Defined 10 permissions, 12 constraints and 1 condition
“Rights information dictionary for e—Book DRM” is approved to ODPF and TTA

)
0’0

)
0’0

)
0’0

standard
| Category | Name | Category | Name | Category | Name
View Absolute period Agreement
Play Relative period
Print Count
Virtual print User
Physical print Group
Permission Lend Constrain Network Condition
(10) Transfer (12) Printer (1)
Except Geographical location
Copy Software
Move Hardware
Prerequisite
Alternative
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2 year [2012]

A e-Book Service Provider B e-Book Service Provider ’:’ |n’rer0perdb|e Interche Of LibrCIry

= e—Book content purchased from A
company can look at B’ s library(reverse
case is also possible)

A DRM Server B DRM Server

+ Interoperable Interface of e—Book Viewer

/4 N \
] 1
: : = e—Book content purchased from A
: : company can look at B’ s viewer(reverse
: I case is also possible)
| |
|
i I < Interoperable Interface of DRM License
|‘ := Issuing
A EEEEEe—— = jn order that e—Book content purchased
A Bookshelf / Viewer B Bookshelf / Viewer from A company can look at B’ s viewer,

the interoperable license request interface
between B’ s DRM client and A’ s DRM
license server is needed

R — =

A e-Book DRM Content B e-Book DRM Content
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