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ﬁCIoud computing is}

model for enabling
convenient, on-demand
network access to a shared
pool of  configurable
computing resources (e.g.,
networks, servers, storage,
applications, and services)
that can be rapidly
provisioned and released
with minimal management

effort or service provider
Qteraction." /
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Cloud Deployment Models

On-Premises

Hybrid Cloud

Private Cloud Public Cloud

Source: http.//itechthoughts.wordpress.com/2010/02/23/cloud-computing-the-new-it-paradigm/



[Ref] Cloud Computing Models : Expansion

-

\_

XaaS -
Everything
as a Service

~

SaaS - Service as a Service ]7

BPaaS - Business Process as a
Service

——[ PaaS - Platform as a Service

N\

S

J

APaaS - Application Platform as a
Service

Alaa$S - Application Infrastructure |
as a Service

Daa$S - Desktop as a Service

IaaS — Infrastructure as a Service [—

N

S

NaaS — Network as a Service

\

CaaS — Communication as a
Service

Source: http.//itechthoughts.wordpress.com/2010/02/23/cloud-computing-the-new-it-paradigm/




[£11] Cloud Computing 2| Zig} atd

Public Cloud Hybrid
Public Cloud?| ZI3} | = @, G
IaaS PaaS IaaS
Saa$S (@)
QU@
PaaS SaaS Ca®
Private CIOUdgl |x_|§.|' Virtual Private Cloud

ool hood hod \ o o
. l Private “

[ =)
T | Privatew

\ \
l hppl App2 App3
‘ ‘ ‘ | Private H N
A0
l Private w o

7 H=A Grid Private Cloud Hybrid
. 284 2y . 7HMsE 3 P - Public 22}2E9} HE
. 2xE g - xpglol 29 . FMI|UEEAABE . ME 28
. nHE &8 . BEoE AAY . A2 ol e 1t3/8
. 07|15 A2 2

£X : Oracle, 2011. 1¥
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E Xl (5 Essential Characteristics)

ALEXL S AMH|A : Qi|L}, O{C|A{L}, Of™ C|HIO|AS 7}
(On Demand Self-Service) 2' e glo] SAHo =2 MH|A HIT
4 E9/3 HZ(Broad BB S oY YIEYIE Saf CHES ClHto|A

Network Access) b= 7lse

M=ESE MH|A X3 (Rapid |EX 2, A2 et X5 2 & scale-in, out 7}
Elasticity)

HAEY X B9 - BAHE LHR0lM 43 SHHe

(Resource Pooling)

AE 7tsct MH[A - MH|AE= HZE[O] AFREO w2t 2tF, HS K=
(Measured Service) A /8= HES 8



&2 +=F9| Cloud A{H|A mHE

a1
Cloud 3 &X}
Person, organization or entity

responsible for making a service
available to Cloud Consumers.

Cloud ZIApXt

A party that can conduct independent
assessment of cloud services, information
system operations, performance and

ecurity of the cloud implementation.

Cloud AH|X}

Person or organization that
maintains a business relationship
with, and uses service from

oud 7| X}

An entity manages the use,
performance and delivery of cloud
services, and negotiates relationships
between Cloud Providers and Cloud




MH|A AlL}2| @

Scenario 1:

CIoud

Cloud _ axt1
AH|X =IHx CIoud Scenario 3
x}z
Cloud Cloud
2~ H| X} >t
Cloud
Z AL

Scenario 2

Clouc

A H| X 2 =X ALO1 X
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Player & Activities — A H| X}

« Uses application/service for business process
operations

 (Example) Business users, software application
administrators

» Develops, tests, deploys and manages
applications hosted in a cloud environment
(Example) Application developers, testers and
administrators

« Creates/installs, manages and monitors
services for IT infrastructure operations

 (Example) System developers, administrators,

IT managers

11



Player Activities — 35X}

« Installs, manages, maintains and supports the

« Provisions and manages cloud infrastructure
and middleware for the platform consumers;
provides development, deployment and
administration tools to platform consumers.

« Provisions and manages the physical
processing, storage, networking and the
hosting environment and cloud infrastructure
for IaaS consumers.

software application on a cloud infrastructure.
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Cloud Provider o] Adst

Cloud
Provider




MH|A 7l (Service Deployment)

4 N\ J
i
2
| S T
NgH | 5B
< = o
-2 6| OF
SEgl|®Y
=l | ROK
Zo 8[| wr
- K o - ol
RO | | RT3
Kido of | Kl
ollgo <j| | A2
oo | &
1 \ 1 1
N7 )
§e)
>
o O
3 O
) >
._n_luy C
>
O
= &
a &
O
)

0l
.__/.ﬂ -
mp ok | Ul =
4 oF ¥ i
1<) | [T X0Gn
R ||
ROy | |<0© wl
Ko~ | [X 80y
TR OH
ziM | ol
olMo | [oF <07
1 1 ( \
4 )
©
S =
O O
U )
= O
o i 5
S5 >
ol T

14



AMH|A XS (Service Orchestration)
MH|A T3t D20 olsf Ba
Ho| FH| 1Pd S 9 ot 7H& X, &
2|xtel, 3|5 ol

Service

" VM, Virtual Starage,

2TEQ SEHE,

Q3 MH|A

4rAfo] ol
( Saas, Paas,
IaaS) )

de|n o] 52| g8

Attraction
& Control
Layer

- Physical
Computer(CPU,Mem

ory), Network, Hard
Disk, Power Supply,
| NHEBuS

- O L=

Resource
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AMH|A #2|( Cloud Service Management )

A cloud provider performs the following functions to support cloud
service management: Business Support, Provisioning/Configuration,
and Portability/Interoperability.

Business Provisioning/ Portability/

Support Configuration Interoperability

Data Portability

o Bk Data Transter |
Bulk Data Transfer
Consumer
Service Interoperability
Unified Management I/F
Cloud System Portability
Brokers

App/Svc Migration

16



( Security & Privacy)

Security

. Authentication and Authorization the Cloud Consumer

« Availability, Confidentiality, Identity Management, Integrity
 Security Monitoring & Incident Response

 Security Policy Management

Privacy

« Personal Information(P1)2| A1} 0|Z, H2| S0 Clist ES
 Personally Identifiable Information(PII) 2| Al 21} 0| &, X g
S0 Cict




Cloud Broker

SIS E MH|ATY} Zlelet =5 0| 88X} YEOM EH AMH|AST0| FES
1 22|517|17F o2&, Cloud Broker = 222 E AH|AS =&, M=, &
q 52 oa|st, Ct2| S22 E AMH|A AIYEXIE CHMdC 2 EE22E 0|8
Xt Hoj|A it = A2 ol A& (E= 742

Service . S2QE AIRXI| M0 HEE 2|31 Mu|A0| HE
g X|gsm, BI7HK| Mu|AS] W U KE

M

Intermediation

« AHE o2{7tX[e] MH|AE FOAM SiL =z SE5tAHLE M
Service
=] = MH| 2 N SXpEe| H|0]E
BESE7| st 280l =HI|5 : 0f7]|0 = DMZ
2%, 0|8 5S¢ 2ot xHntx|e Mu|A Heg =&

Aggregation

Service Arbitrage




Cloud Carrier

Sl 2ALE X} o H2X °
Cloud 3, M, ™£7|7|, SHEEA| M-S
Carrier - ZAEE, WE, DHIUE, THIAOIE(

7171

CH
Transport &t
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Cloud Auditor

= 5= —

HAIAY 29, 45, HoH7 Sof SUNoz
i
[ |

Auditing is especially important for federal agencies and
“agencies should include a contractual clause enabling third
parties to assess security controls of cloud providers” (by Vivek
Kundra, Federal Cloud Computing Strategy, Feb. 2011.).

20



7|= 9 A Overview
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Cloud Computing 4Hd M4t

2
¥a
>

o XIZ=o| 5t A7 UXIS0| 22t L MH[AE Soff ITXIS
ALHst= 4% ITHH|E AX]- 29F95t= AELCH €7 40~60% H| - Z 7t5.

® 2010W Ik 10CH IT7|=(Gartner, '09) : 229 E AFE(1L), 22 E HAEFE
- MA AE 2 o=(IDC, '08) : 796H=('09) — 3,434 &= ('14), CAGR 34%
- =L A% ( KEIT, IDC, '09) : 1.9 2I("'13)

o =23 Mk 7I580| 71’ =2 BYL2z SR EHRE0 1912 MEE
( MXIAME CIO A8l 2011,), 2011 L9 1074 IT AMH|A = 274E Cloud
ComputingO0| X}X|(MS IT Trend)

“Big Market but So

many Players” ,

“So many business

Layers.”
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W2 JIE38S

00| MAXHez X 220 A2H, SE[LtEt= O|= CfH] 43 H =
o| 7|=4%& EOIJ_ A= AL X7 HEj7L X|SEH 4% &= dX7}
XA A& Ho|af= Matg 9le

g
HO|ST m— 2
YUAE(%) | HNI() 100
or= 58.1 4.1 cae
0= 100.0 0.0 o1 £e.2
49.3
U 66.2 3.6
w3 74.8 2.5
= 49.3 6.2
o3 o= ge %Y ==

Source : NIA, ETRI
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FEHITHE U 224 7|Q0 AFTY7| G| BWI NBEYS
ssi0] YAt 35| BYS0| A

- IBM, MS, Oracle, HP vs Google, Salesforce, Amazon

(=) L 1L
S8/Mu|~ EUE Mu|A Qlmat AfH| 2
' SaaS$ : Software as-a-Service ' PaaS : Platform as-a-Service | lIaaS : Infrastructure as-a-Service
Salesforce.com =lforgcom@| Google Google || Amazon Sinazon
) E_IRI_II\IAAiiE%IGI% Saas FEi=Z || | App Engine H|22 2 112 - M|, 2EE2|X| S IT XL
: Google ZZM W 28 Jjws = CHst Q1= 2f AH|A(EC2, S3)
Gﬂg_e Q}EE %EH#_- HlelA I-IEIF IBM =
. O|C, QM £ 2310] SWE ibVi
;|1%}_'=E:r|_c5 Docs EJ'I_I.E7I-2 Mi £ i ) * 7|2 {2t HW AP S EHo R
| Gooale Anns MHIA - e A4 (Private) 22I2E £84
Microsoft « .NET 7|t{te 2 MH|AZ 4 —= x
- 223Fol SWol ‘@A 365" e} 810] EHRIAIZ & QU Azure HP D
MH| A~ 2 8l S57| 2 ™= ME|& ESHE NS * Yahoo, Intel, ETRI S} &7
x=x , E ZelE HAEHEQ!
Apple Oracle 2 3525 H2E2
- O}O| &, ojo|ZH2 7|l 2 = - EUE Y Qo pH ER AT&T & atat
| _SalocsmEl AIXE « 1 &2MHQ - ADIEES Ho| YUEME
(b] === o Cyoica | A A Ho|E X% MH|A S
Pl === microson . —Eurnl—a-a-n--—apz)
amazoncom | NIDIKIA | ‘cloudera =@ || EMOC. ackspace

* Source : NIA, 2011. 2
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http://aws.amazon.com/

U &Y S

ZLY 0| A= Smart Work, 227|2 o 2|
MZEFSE o, Personal Cloud ggouu X2

O & Open Source, Linux 7|8to| 7| & S} E

|I1

S8/MH|~ EUE MH|2

l SaaS : Software as-a-Service ‘II Paas : Platform as-a-Service

. LI
oK1 sk || o=.dow  JHm
IT 7|7|2t 21X MA|1ZF 22 MH|A| | « XI4| HIO|E{ME 2 28
7tsetmA'd S22 E MH| AZHEE ZIQC ZaZog
2t fﬂls, Ndrive 1= =
KI KT LGCNS @ NS

H| =07} & SaaSZE Het 212 C ME =

* WAC H0{510] 71| HAEO 715

%3l £H44SDS Phinsunad NI
El= ¢icloud
“T1AF3} 7|Hto| 2apQ A AJH[AOI - 22tc HEE MEE 2
Asglec o= « ZHY SE[E A" MH|X A
QIE{I 2 E3| SaaSA{H|A H|Z2 * JHEXIE 2ITH R&AD EHE M S

* Source : NIA, 2011. 2

dsto 2 SBC A|Z&HO|
SHMH[A 7| S T4
MH| A7} A

olmat AH|A
I IaaS : Infrastructure as-a-Service

AFM SDS. LG CNS s Pinsuncd
- U5 A5 PCE SBCE 2%
ALY 221 E 7|8t IT
FEH MH|A FTIF(15% of| A+ E Z
KT Ucloud
« MEBZH A3, SAE MHIA("10.1]

¥
SKT SK™

- SMBOIZ B8 Mol 29 pe
SMH|AZ Z3H310] B|2('10.12.)

Ei'i' Clunet @
- 500TB 7R29o| 22} E AE|X|
o

‘HEYA RaxtaS S0
AER|Y MH|AL OIS HUX

HE0| A

)

N
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HP, IBM, SUN, MS, Orac
EHEE Mo R J7|E9| HHUUS ST AMH|

o
ojn
up
Hu
nE
N
e
| > min

Google, Amazon, Salesforce.com S AlH|A, ESHE AIHXIE
S22 Open Source, 7H'Y3™ OS 7|4to| 43} 3 A|E ZCl FA|

2H, JU = SUAMERL O7|8E SU22 LT §€F SBC ¢,

Personal Cloud Z4I0j|A 7|9 € Cloud S22 22} E A|&t0o| ™A}
S| D= QoL oo TAXIZES] Lz RECE HUME| X5 5

- O O

723l =E 3 U 2Es M 2a
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® O|EXI7} HEXI S E{61X| Q7] ﬂH of M2, M5HE, {0|E0| 5

o
=
(lock-i FE4, I21I0IE1E , MEAZE Sof (gt BZ87} AR
Mao 3_9_::71

< HopH EXs BMYY >
SaT= SE G AHE =ELSE SHE =t Scl0[AE =od$E 207}
OSZRESLAEE | | 022 Kot o 22t2C Zetojog | @B FE AILE HIS
022 C MBS 224 | e22l2E MH|A oA E2|X| JtA S
® [{|0|E{ 0| 54 ZE API eDHIY ZtC 0=22t2C UIER3
(Portability) oCl 1} 2 O|O|E| £A X3 2
e =2} M E}H|O|E] 0=2CtRC AIAE 2te]
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2|2 2ol 2l W 2Eef 2HE 71k Ctedd, SERE
Jlde 2 gEjo| Bato| X|7| Hoj| miat HE 222 S Sl BE O
o XX|
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- (7P 2R EH

HEIZH 22 2F5t1, LtE #ES 2Y =2
- X7\ 8 H oM 2E2} 7|70 et €2 A= i3S fsliAMes gl He Ed
37} MBR0| BN, A, 42 2Ee Sof MY EE OfS =3
X 2011. 4. 11 ISO/IEC JTC1 SC38 3|°|A| O], 7 LIC} ==, Y =Eo| AL EOH AN sk 2Eh
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OASIS Y

(S

I
SNIA

Storage Security Industry Forum

- tmionm

Il ETF

Activities in Cloud Computing
Standardization: Repository (Version
1.1, May 2010), http://www.itu.int/ITU-
T/focusgroups/cloud/

e Facto E&3} Lt

Provisioning OM MG OGF/OMG/ SNIA/
DMTF oMG

Metering and SNIA

Billing

Security OGF/DMTF/ SNIA
CSA (IETF)

Privacy

Quality of DMTF SNIA

Service

Identity OASIS

Client

Application

Interface

Development OMG OMG oMG oMG
Platform

Virtual DMTF

Machine

Interface

Data Storage SNIA
Interface
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[Ref] SSAIREA &

0
o —

AHA - siel

> Ox3-{EO SAJACC =2

» ™ EO| G-Cloud

> &
=

2™MH0| G-Cloud
EHE

(Standards Acceleration to Jumpstart TaME
Adoption of Cloud Computing) — 11—
Sardkiai Definiti
Portal -- public Community Service stack * as a Service P :
Interet - accessible uiresch components* e _fa ‘7 S asumigasekiClond
repository: T B T .
_ Bising Sandarts Enable Cliont Device =h -Maintenance of individual systems in unnecessary
Usage scenanos Werking Groups interoperable -Only needed computer resources are used
+documented interfaces Open. p ., Interconnecting Network .
) — I Feekezss | cloud computing -
* pointers - referance before inalized S5 Hosedt - O eilis @
implementations — Pm: | elore finalize Sg \ ﬁsm....'i I,,,,,, [l &) ﬂﬂﬂ 7777777777
+tost results ' : standards ,?,3 Infrastructure “”‘e‘_éw -7"3' o
Use Cases 5 Software KX ey Co0Rl 7 E
15— E
Vi Py Faster standards = O & Woows ) Linex 3
Acations H Impiementations development A ' - ) 7‘7‘ )
A
[ Virtualisation Xen §il o
el B e Ut = vmware BB ‘ n ) ol(e]le A
i o Y [ R 2 — 7% ] : - % ;_' %
Sendars g Phacisenes | Soomem 0 £ 3 ! E S
B e N | gl - —— oo TR 2 8 e AR
Orgenczations s e e B = :
il R
Paplorah b a % ( Winistry A ) C Winistry B ) ( Minislryc)
77777777 v [T I J
o 2. H Saolec SEN-
»0O|=: NIST FE&}0| SAJACC > =t Private 3212 E JE|

ZRIWSS 0|8 2E
HEEAO (3 2a9c
HEL BE HA

IaaS, PaaS, SaaS®H =, Desktop

BEISS ZEost 671X|

initiativeX| &

» SaaSe} &t=45}0]
Government Application
Storeg 22T 0

> U= 7lﬁUI7H1I7I SR E

AZe 24 U FHMAY
SMoZ P BSE AT NY




ME 7129 =3

o J|=7uo| HE2l0f 52 0|2l &= A S (Interoperability), C|0|E{ 0] &
M (Portability), HQt(Security, Privacy), EX2 B % (SLA), ZFAL7| 5 (Audit,
Transparency)0l| CHEH EZ7HY X E TE810] AHRXE S MO
J=rE F=T
- L] 483 M Eof Cist EM Sot EER Id=E £ E
X AASDS, LG CNS £ 0]

7 =
o =
F2 AZsln Yol ZAHoz 5E &

|>
|m
=
[N
i

I/ E 2 £[2 o HIXN7|¥SE SH2E EAZA, Linux 7[HE2
=t Ak Cloud Solution O] Clz= SA| k|10 QO H, AMH|AAIAXILF SIZ|H 2
=, 578, 5t S S8 WS

EAA Cloud?|8F DHAA|ABIQl “SHE"S E-860] laaSA{H|A 72 (AA Q)

A8 Contents Delivery Network (CDN)= Cloud 7|8l 2 7||& (&£ M HIA)
HELEEM "Cloudit" HH HTestbed, AOIEQI A0 &23(0|12|E)

- EMB|ALR} H A S N-Screen Solution 7 5l A|HEHE(E2l3T)

- olAd], 2fo|EAEZ|Y, N-Screen, 55 7|8t2| CDN 7 (EF4)

- 7t HQt 7|s, AFEXL Q1F- AEEE| A=l HotHA SR (UAF L, HEL S)

- HAMH O 2 J14d3t 7|8te| 22t E HA3E 213 E U XHAHE (LG CNS)
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[RFa1] KT AL &

: Open Sourced S/WE Q! &5t

Open Source?| availability, 72 S/WQ| &2 S 1

Building? “Open Source= £tg KT XHA| 7H2t”

SW

- Citrix Xen
- Hyperic |
- MySQL
- Spring

* Splunk

- Nagios

- Cacti

- Chef

- CAMS

- Open VPN

8 Apach
- ZFS

1)Building(Open sourceZ

Description

. gal MH| 7HAFS) Solution

. Software to manage Web Appllcatlon
. Database Program

+ App Framework for Java Platform

« A|AHl LogRE 47 Ol 2

. gal MHB, Network ELI E 2!

. EJ_I_I E{ 2! Data Hlstory-'—}EI ; Reportmg
- M| 2% U 79 xHE 3} Program

+ VM 2l Middleware 2 L|E 2! Solution
- KTIS2t S41= /2 VPN Solution

. Web/Appllcatron Server Program

« 7143} File System

D] HLYHE Mg

—

Collaboration “License J10§ = KT X}A| 7j2¢”

SW
+ Cloudstack
- Platespin
> Nexcehta

- enStratus

8

Description

- laaS J-FF'_I Solution
. PZV mlgratlon solutlon
. Storage 2| Solutlon

+ Auto Provisioning, Scale-out/up Solution

22510 KT AHq|AH 22 Customizing), 2)Collaboration(Open Source7|BF A2 Version F10f = LHﬂig})



Cloud Computing 43 xH

 Avoid de facto “standards” that are controlled by a single,
proprietary interest

« Insist on interoperability and portability that is based on open
standards

 Contribute to initiatives that help define requirements, use cases,
— Cloud Standards Roadmap Business Use Cases
— NIST SAJACC, G-Cloud etc
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